IXP Training Part 2 Outline
First Hour

1. Packet Counter Project – 1ME Version
· Demo how to simulate packet traffic
· Explain the base project
· Using “Shared GPR” to implement the counter.

· Explain the reason of using “shared” GPR

	Subset of the real counter value


· Show that the design is valid

	The execution of thread is non-preemptive


· Demo how to allocate multiple ME to packet processing

· The design will not result in the correct one when multiple ME are used
2. Packet Counter Project – Multiple ME Version
· Code for allocating a scratchpad variable

	static __declspec(scratch) unsigned int *pkt_count = (__declspec(scratch) unsigned int *)SCR_COUNTER_ADDR;


· Use Atomic Increment Instruction to implement the counter
	scratch_incr(pkt_count);

	__intrinsic

void scratch_incr(

    volatile void __declspec(scratch) *address  /* address to incr */
    )

{

  INTRINSIC_BEGIN;

  {

    __asm scratch[incr, --, address, 0]

  }

  INTRINSIC_END;

}


· The result is still correct while multiple ME are used
3. Packet Size Counter

· The usage of packet counter and packet size counter
· The meta-data of the packet

	typedef struct

{


dl_buf_handle_t

dlBufHandle;
    // lw0


unsigned int 

buffer_next

: 32;
// lw1

unsigned int

buffer_size

: 16;
// lw2


unsigned int 

offset


: 16;


unsigned int

packet_size

: 16;
// lw3

unsigned int

free_list_id
: 4;


unsigned int

rx_stat


: 4;


unsigned int 

header_type

: 8;


unsigned int

input_port

: 16;
// lw4


unsigned int

output_port

: 16;

} ring_data_t3;


· Use Atomic Add Instruction to implement the counter
	scratch_add(&pkt_size, byte_count, ctx_swap, &counter_sig);

	void scratch_add(

    declspec(sram_write_reg) unsigned int *data,  /* data to add */

    volatile void __declspec(scratch) *address, /* address to add */
    sync_t sync,                        /* type of synchronization to use */
    SIGNAL *sig_ptr                   /* signal to raise upon completion */
    )

{…}


· Multiple size of traffic are evaluated (64B, 128B, 256B)
· Show one of the performance limit of network processor (interface)

· Demo how to generate own packet traffic

· The format of STRM traffic is plain-text format
DIY-1. Multiple Port Packet Counter
Modify the above projects to:

· Generate three kinds of Ethernet-IP-TCP Packet Traffic (Size: 68B, 72B, 76B) (Each traffic has 10 packets)
· Assign Port 0 to 2 a packet stream (Port 0: 68B, Port 1: 72B, Port 2: 76B)
· Set Outgoing Port to Incoming Port Plus one
	Incoming Port
	Outgoing Port

	Port 0
	Port 1

	Port 1
	Port 2

	Port 2
	Port 0


· Count total size of packet pass through the three ports separately.

· Use the function of the workbench to verify the result
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4. IP Lookup Project – Linear Search Version
· Given a routing table with 4 entries: 
	Entry #
	Prefix
	Port

	#1
	0.0.0.0/0
	P0

	#2
	140.116.0.0/16
	P1

	#3
	140.116.82.0/24
	P2

	#4
	140.116.246.0/24
	P2


· Suppose we have four packet with specific destination address field

	Packet #
	Destination Address
	Matched Prefix (Entry)
	Port

	Packet #1
	140.116.82.28
	140.116.82.0/24 (#3)
	P2

	Packet #2
	140.116.112.2
	140.116.0.0/16 (#2)
	P1

	Packet #3
	140.112.101.111
	0.0.0.0/0 (#1)
	P0

	Packet #4
	8.8.8.8
	0.0.0.0/0 (#1)
	P0


· Discuss the Longest Prefix Matching result

· Example data structure of a routing table entry 

	Prefix (32)

	Length (16)
	Port (16)


· Script Format (Assume the base address is 0x40065080)
	0x40065080    0x00000000

	0x40065084    0x00000000

	0x40065088    0x8C740000

	0x4006508C    0x00100001

	0x40065090    0x8C745200

	0x40065094    0x00180002

	0x40065098    0x8C74F600

	0x4006509C    0x00180002


· The code to obtain the needed header fields
	dram_read(&header, (__declspec(dram) unsigned int *) (Dl_BufGetData(rdata.dlBufHandle) + rdata.offset ), 5, sig_done, &sig_get_dram_header_pair);

__wait_for_all(&sig_get_dram_header_pair);


· The Code of get an routing table entry

	sram_read(&sram_entry, (__declspec(sram) entry *)(Base_1 + (loop*2*4)), 2, sig_done, &sram_sig_base1);

__wait_for_all(&sram_sig_base1);


· The Code of Longest Prefix Matching (LPM)
	if( ( sram_entry.length == 0 ) || ( ( sram_entry.prefix >> (32-sram_entry.length) ) == (dip >> (32-sram_entry.length) ) ) )

{

if( sram_entry.length >= default_length )

{

default_length = sram_entry.length;

port_out = sram_entry.port;

}

}


· Used pre-generated traffic to demo the functional
	Packet #
	Result

	Packet #1
	Send to Port 2

	Packet #2
	Send to Port 1

	Packet #3
	Send to Port 0

	Packet #4
	Send to Port 0


5. Packet Classification Project – Linear Search Version
· Given a rule table with 5 rules (R1~R5)
· SA => Source Address; DA=> Destination Address (Prefix Matching)
· SP => Source Port; DP => Destination Port; (Range Matching)
· PO => Protocol (Exact Matching)
	#
	SA
	DA
	SP
	DP
	PO
	Action

	R1
	140.116.82.19/32
	140.116.82.28/32
	0-65535
	21
	6
	Send to P2

	R2
	140.116.82.28/32
	140.116.246.0/24.
	1024
	0-65535
	*
	Send to P1

	R3
	140.116.82.0/24
	0.0.0.0/0
	3321
	80
	7
	Send to P0

	R4
	0.0.0.0/0
	140.116.82.0/24
	5432
	139
	6
	Send to P2

	R5
	0.0.0.0/0
	0.0.0.0/0
	0-65535
	0-65535
	*
	Send to P3


· Suppose we have seven packets with follows header fields

	#
	SA
	DA
	SP
	DP
	PO
	Result ?

	P1
	140.116.82.19
	140.116.82.28
	4324
	21
	6
	R1 (P2)

	P2
	140.112.32.24
	140.113.23.22
	3243
	21
	7
	R5 (P3)

	P3
	140.116.82.19
	140.116.82.28
	5432
	139
	6
	R4 (P2)

	P4
	140.116.82.28
	140.116.246.77
	1024
	3579
	3
	R2 (P1)

	P5
	140.116.82.32
	140.116.82.19
	3321
	80
	7
	R3 (P0)

	P6
	140.116.82.28
	140.116.246.46
	1024
	4592
	7
	R2 (P1)

	P7
	140.116.82.19
	140.116.82.28
	2211
	21
	6
	R1 (P2)


· A simple data structure to store a rule
	SA (32)

	DA (32)

	SP Begin (16)
	SP End (16)

	DP Begin (16)
	DP End (16)

	SA-LEN (8)
	DA-LEN (8)
	PO (8)
	Rule ID (8)


· Above rule table become
	R1
	0x40065080
	0x8C745213

	
	0x40065084
	0x8C74521C

	
	0x40065088
	0x0000FFFF

	
	0x4006508C
	0x00150015

	
	0x40065090
	0x20200602

	R2
	0x40065094
	0x8C74521C

	
	0x40065098
	0x8C74F600

	
	0x4006509C
	0x04000400

	
	0x400650A0
	0x0000FFFF

	
	0x400650A4
	0x20180001

	R3
	0x400650A8
	0x8C745200

	
	0x400650AC
	0x00000000

	
	0x400650B0
	0x0CF90CF9

	
	0x400650B4
	0x00500050

	
	0x400650B8
	0x18000700

	R4
	0x400650BC
	0x00000000

	
	0x400650C0
	0x8C745200

	
	0x400650C4
	0x15381538

	
	0x400650C8
	0x008B008B

	
	0x400650CC
	0x00180602

	R5
	0x400650D0
	0x00000000

	
	0x400650D4
	0x00000000

	
	0x400650D8
	0x0000FFFF

	
	0x400650DC
	0x0000FFFF

	
	0x400650E0
	0x00000003
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DIY-2: Statistics Counter Project
主要目標: 計算每個Flow的封包數和位元組數
一般來說，Flow的定義是Source Address, Destination Address, Source Port, Destination Port, Protocol 皆一樣的不同封包.
這裡採用不同的定義, Flow被定義為Match 相同一條Rule的不同封包.
請採用下列的Rule Table作為分Flow的依據

	Rule #
	SA
	DA
	Action

	R1
	192.0.0.0/1
	0.0.0.0/1
	0

	R2
	0.0.0.0/0
	0.0.0.0/1
	1

	R3
	192.0.0.0/1
	0.0.0.0/0
	2

	R4
	0.0.0.0/0
	0.0.0.0/0
	3


因此總共會有4個Flow, 針對每個Flow, 需要去計算收到的封包數和位元組數。
請自行設計需要用到的資料結構。
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